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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE

400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

March 30, 2007

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR ACQUISITION,
TECHNOLOGY, AND LOGISTICS

UNDER SECRETARY OF DEFENSE FOR POLICY
COMMANDER, U.S. STRATEGIC COMMAND
DIRECTOR, ADM INISTRATlON AND MANAGEM ENT
DIRECTOR, JOINT STAFF

SUBJECT: Report on DoD Initiatives for Combating Weapons of Mass Destruction
(RepOl1 No. D-2007-067)

We are providing this report for review and comment. The Director, Administration and
Management did not respond to the draft report. We considered comments from the Office of the
Under Secretary of Defense for Acquisition, Technology, and Logistics; the Office of the Under
Secretary of Defense for Policy; and the U.S. Strategic Command in preparing the final report.

DoD Directive 7650.3 requires that all recommendations be resolved promptly. Responding
on behalf of the Under Secretary of Defense for Acquisition, Technology, and Logistics, the
comments from the Assistant to the Secretary of Defense (Nuclear and Chemical and Biological
Defense Programs) were p3l1ially responsive. As a result of those comments, We deleted
Recommendations 2.c.(I) and 2.e.(2), renumbered Recommendation 2.e.(3) as 2.d., and added
Recommendation 2.c. We also added a new Recommendation 3, and renumbered
Recommendations 3. and 4. as Recommendations 4. and 5., respectively. We request that the Under
Secretary of Defense for Acquisition, Technology, and Logistics provide additional comments on
Recommendation 2.e. We also request that the Under Secretary of Defense for Acquisition,
Technology, and Logistics; the Under Secretary of Defense for Policy; and the Director, Joint Staff
comment on Recommendation 3., and that the Director, Administration and Management comment
on Recommendation 4. Management should provide comments by April 30, 2007.

If possible, please send management comments in electronic format (Adobe Acrobat file
only) to AudROS@dodig.mil. Copics of the management comments must contain the actual
signature of the authorizing official. We cannot accept the I Signed I symbol in place of the actual
signature. If you arrange to send classified comments electronically, they must be sent over the
SECRET [ntemet Prolocol Router Network (SlPRNET).

We apprcciate the courtesies extended to the staff. Questions should be dirccted to
Mr. Dennis L. Conway at (703) 604-9172 (DSN 664-9172) or Mr. Donney J. Bibb at (703) 604-9613
(DS, 664-9613). The team members arc listed inside the back COVer.

By direction of the Deputy Inspector General for Auditing:

j~~!~
-dJ .Assistant Inspector Gencral

Readiness and Operations Support



Department of Defense Office oflnspector General

Report No. 0-2007-067
(Project No. D2005-DOOOLG-0050.000)

DoD Initiatives fOI' Combating
Weapons of Mass Destruction

Executive Summary

March 30, 2007

Who Should Read This Report and Why? Civil service employees and uniformed officers
responsible for combating weapons of mass destruction should read this repOlt. This report
discusses DoD implementation of its programs for combating weapons of mass destruction.

Results. Although DoD improved its organization, roles, and responsibilities for combating
weapons of mass destruction, improved management oversight would have increased the
effectiveness of those limited resources. Specifically, DoD needs to:

• coordinate the work of the 40 offices involved with combating weapons of mass
destruction,

• clearly identify the use of more than $917 million budgeted in FY 2004 for
3 I programs,

• consistently repOlt on whether it accomplished the goals for combating weapons of
mass destruction programs or explain why not, and

• propose legislation that provides for coordination with each Federal agency involved
in combating weapons of mass destruction.

Without improved management, DoD cannot be assured that planned expenditures of at least
$9.9 billion for FYs 2006 through 2011 is effectively spent, that U.S. interests are adequately
protected, and that DoD can properly respond to an attack. DoD officials must improve planning
to protect the United States and combat weapons of mass destruction. Specifically, the Under
Secretary of Defense for Policy and the Under Secretary of Defense for Acquisition,
Technology, and Logistics should designate a single office to oversee organizations responsible
for combating weapons of mass destruction and update the appropriate directives.

In addition, the Under Secretary for Acquisition, Technology, and Logistics; the Under Secretary
for Policy; and the Director, Joint Staff should develop an annual performance plan and annual
performance report that consolidates all DoD initiatives for combating weapons of mass
destruction. Also, the Director of Administration and Management and the Commander of the
U.S. Strategic Command should include combating weapons of mass destruction as part of their
self-evaluation in their managers' internal control program. The Commander also needs to
complete the concept of operations plan. See the Finding section for the detailed
recommendations.

Management Comments and Andit Response. The offices of the Under Secretary of Defense
for Acquisition, Technology, and Logistics; the Under Secretary of Defense for Policy; and the



U.S. Strategic Command commented on the draft report. The Director, Administration and
Management did not provide comments. See the Finding section of the report for a discussion of
management comments and the Management Comments section for the complete text of the
comments.

The U.S. Strategic Command stated that it will complete the concept of operations plan in the
fall of 2006 and will perform a self-evaluation of its efforts for combating weapons of mass
destruction.

We revised the report to recognize management actions taken. These actions will improve
DoD effOlts to manage funds used to combat weapons of mass destruction, to protect
U.S. interests, and to properly respond to an attack when others use weapons of mass
destruction.

II

FOR OFFICIAL USE ONLY

b(5)
PerOSD



Table of Contents

Executive Summary

Background

Objectives

Managers' Internal Control Program

Finding

Combating Weapons of Mass Destruction

3

3

5

Appendixes

A. Scope and Methodology 22
Prior Coverage 22

B. Responsibilities of Components Combating Weapons of Mass Destruction 24
C. Schedule of 2003 Programs not Clearly Tracked to the 2004

Counterproliferation Program Review Committee Report 30
D. Definitions for Weapons of Mass Destruction 32
E. RepOit Distribution 33

Management Comments

Assistant to the Secretary of Defense for Nuclear and Chemical and Biological
Defense Programs 35

Principal Deputy Under Secretary of Defense for Policy 46
U.S. Strategic Command 48



Background

Congress enacted Public Law 104-201, title XIV, "Defense Against Weapons of
Mass Destruction Act of 1996," to improve planning and countermeasures for
weapons of mass destruction. Further, in the "National Strategy to Combat
Weapons of Mass Destruction," December 2002, the President states that the
U.S. Government must place the highest priority on protecting the United States
and its allies from the existing and growing threat posed by weapons of mass
destruction (WMD). The 2006 Quadrennial Defense Review included preventing
hostile states and non-state actors from acquiring or using WMD as a priority
area. Within the Office of the Secretary of Defense and the Joint Staff, 40 offices
have some level of responsibility for combating WMD according to information
provided by the Office of the Under Secretary of Defense for Policy (USD[P]).

For FY 2006 through FY 2011, DoD budgeted at least $9.9 billion to combat
WMD. In the Chemical and Biological Defense Program's Annual Repott to
Congress, March 2005, DoD reported $9.1 billion for chemical and biological
defense programs. In addition, budget officials in the Office of the Assistant to
the Secretary of Defense for Nuclear and Chemical and Biological Defense
Programs (ATSD[NCB]) I identified an additional $0.8 billion of military
construction funds for the U.S. Army Medical Research Institute for Infectious
Diseases.

Public Law 104-201. Section 1402 of Public Law 104-201 states that the
potential WMD threat to U.S. citizens must be taken seriously. The law
specifically states that the capability of potentially hostile nations and terrorist
groups for acquiring WMD is greater than at any other time in history. According
to Congress, that capability exists because:

• raw material for WMD is available from legitimate commercial sources;

• technological information related to WMD is readily available on the
Internet; and

• the collapse of the former Soviet Union in 1991 (along with disruptions in
its command and control systems, deficiencies in weapons accountability,
economic hardships, and significant gaps in border control) substantially
increased the ability of potentially hostile nations, terrorist groups, and
individuals to acquire WMD and related materials and technologies.

Congress found that the United States lacked adequate planning and
countermeasures to address the threat of terrorism through WMD. In addition to
highlighting threats and capabilities, Public Law 104-201 states that traditional
arms control methods aimed at large WMD initiatives are ineffective in
monitoring and controlling smaller, but potentially more dangerous, WMD
proliferation initiatives. To address that concern, the public law states that the

I ATSD[NCB] is a component of the Office of the Under Secretary of Defense for Acquisition,
Technology, and Logistics.



Federal Government as well as state and local governments should develop and
allocate responsibilities for effective WMD countermeasures.

National Stl'ategy. The "National Strategy to Combat WMD" states that the
United States faces one of the greatest security challenges from hostile states and
terrorists that possess WMD. To counter the security challenges, WMD
prevention is categorized into three areas referred to as pillars: nonproliferation,
counterproliferation, and consequence management.

• Nonproliferation tries to prevent proliferation of WMD technologies,
materials, and expertise through diplomacy, arms control, multilateral
agreements, threat reduction assistance, and export controls.

• Counterproliferation tries to stop the threat or use of WMD through:

- interdiction before WMD reaches hosti Ie states or terrorists,

deterrence through strong declaratory policies and effective
military forces, and

mitigation through capabilities that detect and destroy WMD and
through a robust active and passive defense.

• Consequence management tries to restore essential services and respond
to the consequences as well as the effects of WMD.

Countel'pl'olifel'ation Responsibilities. 000 Directive 2060.2, "Department of
Defense Counterproliferation (CP) Implementation," July 9, 1996,2 assigns
WMD counterproliferation responsibilities to USD(P), the Under Secretary of
Defense for Acquisition and Technology (now the Under Secretary of Defense for
Acquisition, Technology, and Logistics (USD[AT&LJ), and the Chairman of the
Joint Chiefs of Staff. The directive states that:

• USD(P) develops, coordinates, and oversees implementation of the
counterproliferation policy;

• USD(AT&L) coordinates 000 research, development, and acquisition
programs that will support counterproliferation initiatives; and

• the Chairman of the Joint Chiefs of Staff prepares plans that address
proliferation threats, reviews combatant commanders' prepared plans, and
develops doctrine for joint counterproliferation.

Additional 000 Components with missions for combating WMD-such as the
Defense Threat Reduction Agency (DTRA), U.S. Strategic Command
(USSTRATCOM), Joint Staff, and other offices within the Office of the Secretary
of Defense-are discussed in Appendix B. Appendix B also identifies the
40 offices within the Office of the Secretary of Defense and Joint Staff that

2 USD(P) drafted a revision, which will be renamed "Depal111lent of Defense (DoD) Combating Weapons
of Mass Destmctioll Policy.ll
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USD(P) officials identified as having some level of responsibility for combating
WMD.

Objectives

The overall audit objective was to assess DoD organizational arrangements for
countering proliferation of WMD. Specifically, we reviewed the roles and
responsibilities of USD(P), USD(AT&L), USD for Personnel and Readiness, the
Joint Staff, the Defense Threat Reduction Agency, and USSTRATCOM in
combating WMD proliferation and evaluated the economy and the efficiency of
those efforts. We also reviewed the management control program as it related to
the overall objective. See Appendix A for a discussion of the scope and
methodology and prior coverage related to the objectives.

Managers' Intemal Control Program

DoD Directive 50 I0.38, "Management Control (MC) Program," August 26, 1996,
and DoD Instruction 50 I0.40, "Management Control (MC) Program Procedures,"
August 28, 1996, require that DoD Components implement a comprehensive
system of management controls that provides reasonable assurance that programs
are operating as intended and that evaluates the adequacy of the controls. (The
Under Secretary of Defense (Comptroller) reissued DoD Instruction 50 I0.40 on
January 4, 2006. The instruction was retitled "Managers' Internal Control (MIC)
Program Procedures." The revised instruction requires that DoD Components
annually report reasonable assurance to the Secretary of Defense about the
effectiveness of their internal controls. DoD Directive 50 I0.38 was cancelled on
April 3, 2006.)

Scope of the Review of the Managers' Intental Contl'ol Program. We limited
our review of the management control program to DoD organizations combating
WMD. Specifically, we:

• interviewed management control officials in organizations responsible for
combating WMD to determine the extent of DoD pa,ticipation in the
management control program and to assess their SUppOlt of internal
control objectives,

• determined whether combating WMD was included in a self-evaluation
process, and

• assessed the adequacy of management's self-evaluation.

Adequacy of Management Controls. The Director of Administration and
Management in the Office of the Secretary of Defense is the senior management
control official for Office of the Secretary of Defense activities. The Comptroller
is the senior management control official at USSTRATCOM. Senior
management control officials are responsible for establishing and implementing
the requirements of DoD Directive 50 I0.38.
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The Director of Administration and Management provided the annual statements
of assurance that USD(P) and USD(AT&L) completed for their management
control programs in July 2005. However, USD(P) and USD(AT&L) officials did
not identify combating WMD as an assessable unit, and therefore did not identify
or repOlt the management control weaknesses identified in this audit.

The Secretary of Defense assigned responsibilities for combating WMD to
USSTRATCOM in January 2005. However, when USSTRATCOM officials
completed the annual statement of assurance in July 2005, they also did not
identify combating WMD as an assessable unit, and therefore did not identify or
report the management control weaknesses discussed in this audit.

Although they did not identify combating WMD as an assessable unit in the
management control programs, DoD Components took action to improve the DoD
organizational structure relating to WMD.

Adequacy of Management's Self-Evaluation. The Office of the Director for
Administration and Management and USSTRATCOM did not perform a self­
evaluation of management controls in combating WMD as DoD
Directive 5010.38 requires. Consequently, those DoD Components did not
identify combating WMD as an assessable unit; therefore, they did not identify or
report the management control weaknesses identified in this report.

Management Comments. Responding for the Under Secretary of Defense, the
Principal Deputy Secretary of Defense for Policy stated that he did not agree that
a material management control weakness existed.

Audit ResJlonse to Managemeut Comments. Since DoD Instruction 50 I0.40
states that a material management control weakness must be a condition requiring
the attention of the next higher level of management, and that decision is uJl to
management at the level discovering the weakness, we removed the word
"material."
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Combating Weapons of Mass Destruction
Although DoD improved its WMD organizational structure, including the
roles and responsibilities for combating WMD, improved management
efforts would have increased the effective use of limited resources.
Specifically, DoD needed to:

• coordinate the work of the 40 offices involved with combating
WMD,

• establish a process to measure performance that consistently
reports on the goals accomplished for planned WMD programs
and provide explanations when goals are not met,

• clearly identify the use of more than $917 million budgeted in
FY 2004 for 31 programs, and

• propose legislation that requires each Federal agency involved
in combating weapons of mass destruction to coordinate with
one another.

Because it did not effectively establish responsibilities for its WMD
program, DoD cannot be assured that planned expenditures totaling at
least $9.9 billion from FY 2006 through FY 2011 will be effectively spent.
In addition, DoD cannot be assured that U.S. interests are adequately
protected 01' that DoD can properly respond to a WMD attack on
U.S. interests.

Coordinating WMD Initiatives and Measuring Performance

DoD did not establish a lead office to adequately coordinate its WMD initiatives
01' develop a performance management process for combating WMD. Within the
Office of the Secretary of Defense and Joint Staff, 40 offices had some
responsibilities for combating WMD according to information provided by
USD(P). However, DoD did not have a process in place that coordinated
individual office WMD initiatives 01' that consolidated DoD goals and
accompl ishments.

Coordinating Initiatives. DoD oversaw several initiatives for combating WMD,
but did not adequately coordinate those actions among its 40 offices.
Coordination activities included facilitating negotiations with international
agreements and treaties; assisting countries of the fonner Soviet Union in
securing and eliminating their WMD; stopping shipment of WMD; performing
research and development on and purchasing technology related to combating
WMD; and training U.S. troops. However, DoD managed each of these
initiatives separately and did not coordinate the initiatives within the responsible
offices even though all are interrelated. As a result, senior DoD officials did not
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receive the necessary information to understand the status of DoD actions for
combating WM D.

DoD also did not have an organizational structure for integrating initiatives for
combating WM D. Instead of coordinating through a single office, DoD
coordinated information related to combating WMD through a Federal
interagency committee called the Counterproliferation Program Review
Committee (CPRC) and a DoD group called Combating WMD Action Group
(CAG). Although the CPRC and CAG provided some coordination among key
DoD Components as well as other Federal agencies, neither group had decision­
making authority.

Countel'proliferatioll Program Review Committee. CPRC, which
Congress established under section 2751 (note), title 22, United States Code
(22 U.S.C. 2751 [note]), coordinates Federal interagency programs related to
counterproliferation. However, the CPRC did not coordinate all Government
activities for combating WMD; it focused on the accomplishments of member
agencies-DoD, the Department of Energy, and the Intelligence community. For
example, CPRC oversaw DoD verification of compliance with international
WMD treaties. That verification included the Strategic Arms Reduction Treaty as
well as the Convention on the Prohibition of the Development, Production,
Stockpiling and Use of Chemical Weapons and on Their Destruction (Chemical
Weapons Convention).

However, the CPRC mission was limited and did not include coordinating
other DoD responsibilities related to combating WMD. DoD responsibilities
included assisting the Department of State during negotiations of international
agreements and treaties, assisting countries of the fonner Soviet Union in
securing and dismantling their WMD, stopping shipment of WMD, and training
U.S. troops.

ATSD(NCB) officials stated that, although the requirements in
22 U.S.C. 2751 (note) were pertinent when Congress enacted the law in 1994,
they needed updating. The same officials also stated that 22 U.S.C. 2751 (note)
focuses on research and development requirements related to counterproliferation,
and it does not recognize a need for other requirements, such as those related to
combating WMD.

Additionally, ATSD(NCB) officials stated that 22 U.S.C. 2751 (note) does
not recognize that the structure of the Federal Government has changed since
Congress established CPRC and that other Federal agencies have responsibilities
related to combating WMD. The officials also stated that the Department of
Homeland Security, which coordinates Federal operations associated with
preparing for, responding to, and recovering from terrorist attacks, major
disasters, and other emergencies did not exist when Congress enacted the law.
According to ATSD(NCB) officials, the Department of Health and Human
Services, which has medical expertise, and the Enviromnental Protection Agency,
which has industrial chemical expertise, were not members of the CPRC.
Pal1icipation of those agencies in combating WMD could improve the ability of
the Federal Government to plan for the effects of a WMD incident.
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Management Action Proposed to Improve Interagency Involvement.
To improve interagency involvement, ATSD(NCB) officials stated that they are
drafting legislation along with the FY 2008 budget for DoD to eliminate the
CPRC. In addition, the ATSD(NCB) stated that he will work with representatives
from the National Security Council to create a potentially broader interagency
review of combating WMD research and development to meet U.S. needs.

Combating WMD Action Gronp. The CAG is a 000 working group
whose chal1er was drafted in November 2004. As of September 2005, however,
DoD had not approved the chal1er. As a result, the CAG, which has pal1icipants
from the offices of USD(P), and USD(AT&L), combatant commands, Services,
and Joint Staff, was not an official 000 organization. Also, the draft charter did
not authorize the CAG to make decisions.

Management Action Taken to Improve 000 Coordination. In January 2006,
DoD signed a charter for the Combating WMD Coordination Group, J whose
mission is to promote understanding and improve cooperation among all
DoD Components that are combating WMD.

Measuring Combating WMD Performance. DoD did not have a process for
measuring performance related to combating WMD activities as the Government
Performance and Results Act (GPRA) requires. Specifically, DoD did not
develop an overall strategic plan, annual performance plan, or annual
performance report that would effectively implement the "National Strategy for
Combating WMD." As a result, DoD officials could not monitor the progress in
combating WMD.

Public Law 103-62, "Govel'llment Performance and Results Act of 1993."
Congress enacted GPRA to hold Federal agencies accountable for achieving
program results and improving program effectiveness. Specifically, GPRA
requires that DoD submit a strategic plan, an annual performance plan, and an
annual performance report to the Director of the Office of Management and
Budget and Congress. The strategic plan for an agency should identify program
goals and objectives, describe how the agency will achieve those goals and
objectives, identify external factors that could affect achieving those goals and
objectives, and should cover at least 5 years. An agency performance plan should
contain performance goals that are quantifiable and provide a basis for comparing
results against the performance goals. The performance rep0l1 should present an
agency's success in achieving performance goals, consist ofperfonnance
indicators obtained from the performance plan, and compare actual performance
against prior year goals. The performance report should also explain any goals
not met.

000 Strategic Plan for Combating WMD. The overall strategic plan for 000
is the Quadrennial Defense Review. The 200 I Quadrennial Defense Review on
which DoD would base performance reports through 2006 does not adequately
address combating WMD or include all of the GPRA requirements for strategic
plans.

J According to the USSTRATCOM comments on the draft report, DoD renamed the CAG as the
Combating \VMD Coordination Group.
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The 2001 Quadrennial Defense Review discusses the importance of defending the
homeland against WM 0 threats, but does not adequately address how to combat
WMD. The strategic framework of the Quadrennial Defense Review addresses
risks associated with operations, future challenges, force management, and
institutional challenges. The report does not include performance goals,
performance outcomes, or performance measures that can assess the risk and
effectiveness of 000 for combating WMD as GPRA requires.

The 200 I QuadrelUlial Defense Review also does not have a mission statement
and does not describe external factors that could affect the ability of 000 to meet
goals related to combating WMD. Therefore, 000 officials could not use it to
assess long-term progress toward combating WM 0 initiatives.

Management Actions to Improve Strategic Planning. 000 Components have
been taking steps toward developing strategic plans. 000 issued the
2006 Quadrennial Defense Review on February 6, 2006, with a priority area for
preventing hostile states and non-state actors from acquiring or using weapons of
mass destruction. Also, DoD issued the ''National Military Strategy to Combat
WMD" on February 13,2006. As the military lead for combating WMD,
USSTRATCOM drafted a concept of operations plan, which is an abbreviated
operation plan, for combating WMD.

National Military Stmtegy to Combat WMD. The National Military
Strategy to Combat WMD provides guidance and a strategic framework for all
000 Components to ensure that the United States and its allies are neither
coerced nor attacked by WMD. The strategy includes nine standards by which
000 can measure effectiveness, four military strategic objectives, and the ability
to execute military strategy to enhance their integration, intelligence, partnership
capacity, and strategic communication.

The nine standards are:

•
•

•
•
•

•

•

•

deterring WMD use;

preparing to defeat an adversary threatening to use WMD and
to deter follow-on use;

securing existing worldwide WMD;

dissuading adversaries from producing WMD;

dt<te«ting ?nd characterizing adversaries' WMD and seeking to
elnnmate It;

dissuading, preventing, defeating, or reversing the proliferation
of WM 0 ano related materials;

minimizing the effects of WMD used against the United States
or its interests; continuing operations after a WMD attack; and
assisting civil authorities, allies, and partners;

attributing the source of WMD attack, responding decisively,
or deterring future attacks, or both; and
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• evaluating allies and U.S. civilian agencies to determine their
capabilities for combating WMD.

000 has four military strategic objectives in combating WMD. One
objective is defeating and deterring adversaries' capability and willingness to use
WMD. Another objective is protecting, responding, and recovering from WMD
use on the battlefield or against strategic U.S. interests. The third objective is
defending, dissuading, and denying adversaries from WMD proliferation or
possession, while increasing ally and pa,tner capability and support for WMD
activities. The last objective is reducing, destroying, or securing WMD when
there is an agreement to do so.

DoD uses three strategic enablers to combat WMD. Strategic enablers are
capabilities that help in executing the military strategy. Those enablers are
intelligence, partnership capacity, and strategic communication support.
Intelligence supports strategy, planning, and decision making; helps to improve
operational capabilities; and informs programming and risk managers. Building
partnership capacity enhances the DoD capability to combat WMD. Strategic
communication support helps shape global, regional, and national perceptions. A
USD(P) official stated that USSTRATCOM staff will complete the concept of
operations plan using the National Military Strategy for Combating WMD.

Concept of Operations Plan. 000 did not have an up-to-date concept of
operations plan for combating WMD. Although the Joint Staff began drafting one
in 2000, it did not complete the plan. In the summer of2005, responsibility for
completing the concept of operations plan transferred to USSTRATCOM. In
response to the draft of this report, USSTRATCOM officials stated that the
Command expects to issue the concept of operations plan in the fall of2006.
Combatant commands will use the plan to integrate the pillars (nonproliferation,
counterproliferation, and consequence management) of the National Strategy for
Combating WMD into their area-specific plans.

Annual Performance Planning and Reporting. In addition to strategic plans,
GPRA requires that agencies prepare performance plans. The ATSD(NCB)
issues two annual reports related to combating WMD-the CPRC Report and the
RepOlt on Chemical and Biological Warfare Defense. For 2004, the RepOlt on
Chemical and Biological Warfare Defense included the Chemical, Biological,
Radiological and Nuclear Defense Program Performance Plan, which states that
its intent was to comply with GPRA performance repOlting requirements.
However, neither the CPRC Report nor the Chemical, Biological, Radiological,
Nuclear Defense Program Performance Plan contains an overall assessment of
Federal or DoD efforts to combat WMD, which is a GPRA reporting requirement.

Report 011 Counterproliferation. By May I of each year, 22 U.S.C. 2751 (note)
requires that the Secretary of Defense submit a repOlt to Congress on the findings
of the CPRC and the status of prior years' recommendations. In addition,
22 U.S.c. 2751 (note) requires that the annual report comply with the annual
performance planning and reporting requirements included in GPRA.

Report on Chemical and Biological Warfare Defense. Section 1523, title 50,
United States Code requires that the Secretary of Defense submit an annual report

9



to Congress on the 000 Chemical and Biological Defense Program. The report 4

must provide an assessment of the overall readiness of the armed forces to fight in
a chemical or biological warfare environment as well as describe the steps taken
or planned for improving readiness.

Counterproliferation Program Review Committee Report. Although the 2004
CPRC report to Congress was an improvement over the 2003 report, it did not
provide an adequate assessment of the effectiveness ofCPRC recommendations,
as 22 U.S.c. 2751 (note) and GPRA require. Specifically, the 2004 report did not
include performance goals and measures for using FY 2005 funds or provide an
assessment on the use ofFY 2003 funds. In addition, the FY 2004 CPRC report
focused on accomplishments of member agencies-DoD, the Department of
Energy, and the Central Intelligence Agency-and excluded other Federal
agencies involved with WMD.

Assessing Performance. The 2004 CPRC report did not fully assess
planned performance versus actual performance. The report provides information
on 154 programs for combating WMD, including information on
accomplishments, goals, and budgets for each program. However, the report did
not provide sufficient information for 000, the Department of Energy, or
Congress to use in evaluating the effectiveness of combating WMD.

The 2004 CPRC repOlt did not indicate whether agencies completed established
milestones on time or within budget. In addition, many milestones were not
quantified. For example, a milestone for training troops in combating WMD did
not indicate the number of personnel that needed training or the time frames for
completing training. The corresponding accomplishment for that milestone stated
that 22,000 troops completed training in combating WMD. As another example,
an accomplishment in the report for producing the Afghanistan Order of Battle
stated that 1, I00 copies of the book were produced. The corresponding
milestones, however, were not quantified. Therefore, managers could not use the
2004 report for assessing the effectiveness of accomplishing the milestones.

Additionally, the programs in the 2004 CPRC report did not clearly correspond
with the programs budgeted for $917 million in the 2003 report. For example,
17 DTRA programs and I Navy program in the 2003 repOlt were moved from
their tables to various appendices in the 2004 CPRC report without an
explanation. Also, the 2003 report combined several programs with other
programs; for example, in the 2004 report the Patriot Recap Procurement, the
Patriot Recap Procurement Initial Spares, and the Patriot Advanced Capability ­
3 Electromagnetic Intrusion Detector programs in the 2003 CPRC report were all
combined into the Patriot PAC-3 program. Because it does not describe the
programs in both reports consistently, the report does not clearly show whether
000 Components completed those programs or how 000 spent the funds.
Therefore, managers within 000, the Department of Energy, the Intelligence
community, and Congress could not use the repOlt to evaluate the $917.1 million
budget. The 31 programs in the 2003 report that do not clearly correspond to the
programs in the 2004 repOlt are discussed in Appendix C.

~ The 2004 Chemical, Biological, Radiological and Nuclear Defense Program Annual Report to Congress
included a performance plan for FY 03-05, which stated that it demonstrates compliance with GPRA.
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Reporting Accomplishments. The 2004 CPRC report focused on
accomplishments of member agencies, although other Federal agencies were
involved with combating WMD. For example, although the Department of
Homeland Security is not a member of the CPRC, the 2004 CPRC report included
information about that agency's Chemical and Biological National Security
Program but did not discuss goals or performance related to that program.

The CPRC report also did not include any information on several of the
nonproliferation programs and activities that the Bureau of International Security
and Nonproliferation in the Department of State manages. Those programs and
activities include initiatives for employing scientists and engineers from the
fonner Soviet Union, the Proliferation Security Initiative, and treaty negotiations.
ATSD(NCB) officials acknowledged the shortcomings in the CPRC reports and
expressed a desire to make future reports better management tools. However,
those officials stated that it was unclear whether Congress used the report because
they did not receive congressional feedback.

Chemical, Biological, Radiological and Nuclear Defense Program
Performance Plan. The "Chemical, Biological, Radiological and Nuclear
Defense Program Performance Plan FY 2004 to FY 2006," March 2005, provides
information on planning and reporting. The performance plan, which
ATSD(NCB) publishes, shows actual performance of chemical, biological,
radiological, and nuclear defense programs for FY 2004 and the goals of those
programs for FY 2005 and FY 2006.

Although the performance plan states in the document that it "demonstrates
compliance" with GPRA, it did not include financial information about the
FY 2004 goals or the agency's performance. The performance plan also did not
explain why DoD Components did not meet their goals or provide a plan of action
or a schedule for achieving the goals as GPRA requires.

One of the major sections in the performance plan discusses advanced
development and procurement. That section reported that, of 15 procurement
goals for FY 2004, DoD Components did not meet 9. In addition, _
DoD Components did not meet at least 34 of 105 research and development'
goals. For example, although the DoD goal was to purchase 588 Joint Chemical
Agent Detectors in FY 2004, DoD did not purchase any. Further, 15 of
30 procurement programs listed in the performance plan did not have
performance goals for FY 2004. As a result, DoD officials could not evaluate
how well program managers implemented procurement programs. In addition to
not providing financial information related to the purchase of Joint Chemical
Agent Detectors, the performance plan did not explain the shortfall in the number
of purchased items. DoD managers and Congress could better evaluate the status
of the Chemical, Biological, Radiological and Nuclear Defense Program if
ATSD(NCB) managers included financial information and explained why goals
in the performance plan were not met.

5 We could not evaluate the achievement of all goals because the performance plan did not always describe
performance.
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Establishing Responsibility

Although DoD improved its efforts to combat WMD, DoD directives did not
establish a single Component within the offices of USD(P), USD(AT&L), or
Under Secretary of Defense for Personnel and Readiness responsible for
combating WMD. Clearly defined authorities and expressly delineated
responsibilities within those offices would improve management controls for
combating WMD.

Management Control Requirements. Office of Management and Budget
Circular No. A-123, "Management Accountability and Control," June 21, 1995,
provides guidance to Federal managers for improving accountability and
effectiveness of Federal programs and operations. The circular states that
management controls must be consistent with the criteria in "Standards for
Internal Control in the Federal Government," which the Government
Accountability Office (GAO) issued in November 1999.

The "Standards for Internal Control in the Federal Government" provides the
framework for establishing and maintaining internal control within the Federal
Government. It states that a good internal control environment requires that an
agency's organizational structure must clearly define key areas of authority and
responsibility as well as establish appropriate lines of reporting.

Organization of the Office of the Under Secretary of Defense for Policy.
Within the Office of USD(P), 12 offices were responsible for combating WMD.
None of them, however, had overall responsibility for coordinating the efforts to
combat WMD. Each office reported to the USD(P) through three assistant
secretaries-the Assistant Secretaries for International Security Policy, Special
Operations and Low Intensity Conflict, and Homeland Defense.

Defining Weapons of Mass Destruction Authorities. The definition ofWMD
was not standard within DoD or the Federal Government. Officials from
USSTRATCOM, the Joint Staff, the Deputy Assistant Secretary of Defense for
Force Health and Protection, and DTRA each stated that a standard definition of
WMD would assist their respective Components in defining their mission for
combating WMD. The sources that do define WMD include Public Law 104-20 I,
the National Strategy to Combat Weapons of Mass Destruction, and the
DoD Dictionary of Military Terms (see Appendix D for the various definitions for
weapons of mass destruction).

According to DoD officials, the definition of WMD affects how their offices plan
their mission. If DoD used the WMD definition included in the National
Strategy, DoD would not include high explosives, radiological matters, or WMD
delivery in its mission. USSTRATCOM officials commented that if they
included delivery in the definition of WMD, automobiles would be included.
Clearly defining WMD would aid DoD officials in defining their WMD mission.
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Management Action Taken to Define WMD. DoD defined WMD in the
National Military Strategy to Combat WMD. That strategy defines WMD as:

Weapons that are capable of a high order of destruction and/or of being
used in a manner so as to destroy large numbers of people. \Veapons
of mass destruction can be nuclear. biological, chemical. and
radiological weapons, hut exclude means of delivery of weapons where
such means is a separable and divisible part of the weapon.

Offices That are Responsible for Combating WMD. The Process Action
Team that reviewed WMD for the 2006 Quadrennial Defense Review identified
12 key offices within USD(P) for combating WMD.

The figure on page 14 demonstrates the reporting chain for each key office to
elevate WMD information to higher authority levels within USD(P). No single
office was responsible for coordinating, consolidating, and reporting WMD
information. The USD(AT&L) and the Joint Staff were each organized with no
single office accountable for coordinating, consolidating, and reporting WMD
information.

Management Actions to Improve the Organizational Sh·ucture. In
January 2005, DoD officials began to improve the organizational structure for
combating WMD when the Secretary of Defense designated the Commander,
USSTRATCOM as the military lead. In that role, the USSTRATCOM mission
was to plan, integrate, and synchronize DoD efforts to combat WMD and, when
directed, execute them in direct support of combatant commands. In
August 2005, responsibilities for counterproliferation policy and cooperative
threat reduction were assigned to the Deputy Assistant Secretary of Defense for
Negotiations Policy. That office already was responsible for interdiction and
related non-proliferation activities.
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USO (P)

OASO" (Strategy) DASD (Resources and
Planning)

ASD {Special
ASO' (International Operations/Low ASD (Homeland

Security Policy) Intensity) Defense)

DASD (Technology DASD (Special- Security Policy and Operations and DASD (Force Planning f--
Counlerproliferalion) Combating Terrorism) and Employment)

~ DASD (Negotiations Civil Support Division I-
Policy)

......., DASD (Forces Policy) DASD (Strategy, Plans f--
and Resources)

'ASD - Assistant Secretary of Defense
·'OASD· Deputy Assistant Secretary of Defense

Key Offices Within USD(P) Responsible for Combating WMD

Spending and Performance

Improving existing coordination for combating WMD would help DoD
effectively spend $9.9 billion budgeted for FY 2006 through FY 20 II.
Coordinating WMD initiatives should also provide greater assurance that DoD
can adequately protect U.S. interests and properly respond to a WMD attack.

Improving existing coordination for combating WMD would help DoD
effectively spend combating WMD funds. Coordinating the effOlts would
provide DoD managers needed information on how they can best use resources.
For example, if the U.S. Government had success with preventing the
proliferation ofWMD, DoD could request fewer funds for counterproliferation.
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Senator Richard Lugar conducted a survey of WMD experts and national security
experts who highlighted the importance of an effective WMD program. The
"Lugar Survey on Proliferation Threats and Responses," June 2005, estimates a
70 percent chance of a WM D attack somewhere in the world within the next
10 years. As such, decision makers within DoD and Congress must have up-to­
date information on WMD to help them determine whether the program is
effective and funds are appropriately spent. The status of those initiatives should
include descriptions of any threat to U.S. interests, existing capabilities and those
needed for combating WMD, and the state of troop training and readiness. Ifan
attack involving WMD were to occur within the United States or in an area of
U.S. interest, then DoD, other Federal entities, and allies should be able to
respond effectively.

Management Comments on the Finding and Audit Response
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Audit Response. Based on management comments, we updated the finding. Our
responses to those comments are presented below. DoD actions undertaken to
make organizational changes for improving its ability to combat WMD are
commendable. These actions will improve DoD efforts to manage funds used to
combat weapons of mass destruction, to protect U.S. interests, and to properly
respond to an attack when others use weapons of mass destruction. Although we
updated the report to consider those actions, the changes do not impact the
validity of the finding.
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Audit Response to the Principal Deputy Under Secretary of Defense
for Policy Comments. Although the Principal Deputy Under Secretary of
Defense for Policy did not believe there was a material management control
weakness, the "Standards for Internal Control in the Federal Government" states
that a good internal control environment requires the organizational structure to
clearly define key areas of authority and responsibility as well as establish
appropriate lines of reporting; that management compare major agency
achievements to plans, goals, and objectives established under GPRA; and that
managers compare actual performance to planned 01' expected results throughout
the organization.

Based on the Principal Deputy's statement that the draft report was
inaccurate, we updated the final report to provide more current information. For
the finalrepOlt, we added release of the 2006 Quadrennial Defense Review,
consolidation ofUSD(P) offices, and approval of the charter for the Combating
WM D Coordination Group as management actions taken.

Audit Response to the Deputy Chief, Policy, Doctrine, and
International Affait's, U.S. Strategic Command Comments. Based on the
Deputy Chiefs comments, we updated the report to show as management actions
taken:

o 000 is updating DoD Directive 2060.2.

o 000 renamed the Combating WMD Action Group as the Combating
WMD Coordination Group.

o 000 released the 2006 Quadrennial Defense Review.

o DoD approved the "National Military Strategy to Combat WMD."

o The Secretary of Defense appointed USSTRATCOM as the military lead
for integrating and synchronizing DoD in combating WMD.

o DoD standardized the definition ofWMD in the "National Military
Strategy to Combat WMD."

Based on the Deputy Chiefs comments, we also included the nine specific
end states, foul' military strategic objectives, three strategic enablers for
combating WMD, and clarified the responsibilities that the Secretary of Defense
delegated to the Commander, USSTRATCOM.

The ATSD(NCB); the Principal Deputy Under Secretary of Defense for Policy;
and the Deputy Chief, Policy, Doctrine and International Affairs provided
additional comments on the draft report. We discuss those comments in the
Recommendations, Management Comments, and Audit Response section of this
report.
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Recommendations, Management Comments, and Audit
Response

I

I

I
I

I

1. We recommend that the Under Secretary of Defense fOl' Policy:

a. Designate a primary office within the Office of the Under SecretaI)'
of Defense for Policy to coordinate responsibilities for combating weapons of
mass destruction,

b. Update Office of the Under SecretaI)' of Defense for Policy
directives to reflect responsibilities fo,' combating weapons of mass
destruction,

Management Comments. The Principal Deputy Under Secretary of Defense for
Policy provided comments for USD(P). The Principal Secretary stated that he
consolidated organizations for combating WMD under the Principal Deputy
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Assistant Secretary of Defense for International Security Policy on April 3, 2006.
Draft DoD Directive 2060.2, "Department of Defense (DoD) Combating
Weapons of Mass Destruction Policy," designates that office as the single point of
contact within the USD(P).

Audit Response. The Principal Deputy's comments along with actions to update
DoD Directive 2060.2 were responsive to the recommendation and no further
comments are required.

2. We recommend that the Under Secretary of Defense for Acquisition,
Technology, and Logistics:

a. Designate a primary office within the Office of the Under Secretary
of Defense for Acquisition, Technology, and Logistics to coordinate
responsibilities for combating weapons of mass destrnction.

Management Comments. The ATSD(NCB) provided comments on
behalf of the USD(AT&L) and he concurred with the recommendation.

b. Update Office of the Under Secretary of Defense for Acquisition,
Technology, and Logistics directives to J'ellect responsibilities for combating
weapons of mass destrnction.

Management Comments. The ATSD(NCB) concurred with the
recommendation.

c. Propose legislation that includes the Department of Homeland
Secnrity, Department of Health and Human Services, and the Environmental
Protection Agency as part of the Connterproliferation Program Review
Committee.

d. Include the status of outstanding recommendations from previous
years, including the status of 31 budgeted prog"ams shown in the
Counterproliferation Progl'am Review Committee report for 2003 to ensure
consistent reporting from yea,·-to-year.

Audit Response. The actions that the ATSD(NCB) proposed satisfy the intent of
the recommendation.

3. We recommend that the Under Secretary of Defense for Policy; Unde,'
Secretary of Defense for Acquisition, Technology, Logistics; and the
Director, Joint Staff develop an annnal performance plan and annnal
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pel"fo"mance report that consolidates all DoD initiatives for combating
weapons of mass destrnction.

4. We recommend that the Dil-ector, Administration and Management
designate com bating weapons of mass destruction as an assessable unit and
assess management controls ovcr thc initiative.

Audit Response. DoD Instruction 5010.40 implements policy, assigns
responsibilities, and prescribes procedures for DoD management control
programs. It states that DoD Components should be segmented into
organizational assessable units. DoD Directive 5010.38 states that the Under
Secretaries of Defense and Assistant Secretaries of Defense are to identify
management control weaknesses in their functional areas that should be reported.
Program, operational, and administrative internal controls should be assessed.

Combating WMD is I of 10 capability portfolios listed in the 2006 Quadrennial
Defense Review that DoD wants to improve. Also, preventing hostile states and
non-state actors from acquiring or using WMD is one of the folll' priority areas in
the 2006 Quadrennial Defense Review. Because combating WMD is critical to
the DoD mission, and USD(P) and USD(AT&L) are responsible for identifying
management control weaknesses within their functional areas, those offices
should evaluate the controls over the combating WMD mission. Evaluating the
controls would start with those offices designating combating WM D as an
assessable unit within their offices.

5. We rccommcnd that the Commander, U.S. Stratcgic Command:

a. Complete the conccpt of operations plan for combating weapons of
mass dcstrnction.

b. Dcsignatc combating wcapons of mass destruction as an asscssable
nnit and asscss managcmcnt controls ovcr that unit.

Management Comments. The Deputy Chief, Policy, Doctrine and International
Affairs, USSTRATCOM concurred.
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Appendix A. Scope and Methodology

We reviewed DoD methods and policies for managing prevention ofWMD
proliferation. The review included the National Security Presidential Directive
No. 17; National Strategies, Joint Publication 3-40, Joint Doctrine for Combating
Weapons of Mass Destruction; Quadrennial Defense Review Report for 2001;
CPRC annual reports for FY 2003 and FY 2004; Chemical, Biological,
Radiological, Nuclear, Defense Plan annual reports; and DoD Directives. We
also reviewed the meeting minutes of the Threat Reduction Advisory Committee
and briefing slides on the USSTRATCOM Combating WMD Center and
Quadrennial Defense Review for 200 I. The documentation reviewed is dated
from January 1993 through February 2006.

We conducted interviews with officials from the Office of the USD(P), the Office
of the USD(AT&L), the Office of the USD(Personnel and Readiness), the Office
of the USD(Comptroller), the Office of Policy Analysis and Evaluation, DTRA,
the Joint Staff, and the USSTRATCOM.

At USSTRATCOM we interviewed officials and reviewed USSTRATCOM plans
for fulfilling the role of military lead for combating WMD. We reviewed the
USSTRATCOM plan for organizing its efforts by setting up a center for
combating WMD and reviewed draft implementation documents.

We performed this audit from October 2004 through January 2006 in accordance
with generally accepted government auditing standards. We assessed 000
organizational arrangements for combating WMD. Specifically, we reviewed the
roles and responsibilities of DoD Components in combating WMD and evaluated
the economy and efficiency of those roles and responsibilities.

Use of Computer-Processed Data. We did not use computer-processed data to
perform this audit.

Governmcnt Accountability Office High-Risk Area. GAO has identified
several high-risk areas in 000. This report provides coverage of the DoD
Approach to Business Transformation high-risk area.

Prior Coverage

During the last 5 years, GAO issued two reports that discuss combating WMD.
Unrestricted GAO reports can be accessed over the Internet at
http://www.gao.gov.

GAO

GAO Report No. GAO-05-157, "Nonproliferation Programs Need Better
Integration," January 2005
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GAO Rep0l1 No. GAO-04-330, "Defense Threat Reduction Agency Addresses
Broad Range of Threats, but Performance Rep0l1ing Can Be Improved,"
February 2004
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Appendix B. Responsibilities of Components
Combating Weapons of Mass
Destruction

According to information provided by the USD(P), 40 offices within the Office of
the Secretary of Defense and the Joint Staff had responsibilities for combating
WMD. The U.S. Strategic Command also has responsibilities for combating
WMD. 000 discusses responsibilities for combating WMD in various directives.
000 Directive 2060.2 assigns overall responsibilities for WMD
counterproliferation to principal staff assistants, including USD(P), USD(AT&L),
and the Chairman of the Joint Chiefs of Staff. In addition to those principal staff
assistants, the Under Secretary of Defense for Personnel and Readiness has
combating WMD responsibilities. DoD organizational directives provide added
guidance on the WMD responsibilities of offices and Components.

I
I
I
I

I
I

I
I
I

I

I
I

DoD Directive 2060.2 states that USD(P) is responsible for developing,
coordinating, and overseeing the implementation of counterproliferation policy
throughout DoD. In addition, DoD Directive 51 I I. I, "Under Secretary of
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Defense for Policy (USD[P])," December 8, 1999, and DoD Directive 511 1.14,
"Assistant Secretary of Defense for International Security Policy (ASD[ISP]),"
March 22, 2005, provide USD(P) Components' responsibilities for combating
WMD. Directives for many of those offices follow.

Under Secretary of Defense for Policy. DoD Directive 5111.1 states
that USD(P) is the principal staff assistant and advisor to the Secretary of Defense
and Deputy Secretary of Defense for formulating national security and defense
policy. Additionally, USD(P):

• develops policy for defense-related international negotiations;

• develops, coordinates, and oversees implementation of DoD policies
to reduce and counter the threat ofWMD, including
counterproliferation policy, arms control policy, and security policy;
and

• coordinates with USD(AT&L) on all nuclear, chemical, and biological
issues.

Assistant Secretary of Defense (International Secnrity Policy). DoD
Directive 5111.14 states that the Assistant Secretary of Defense for International
Security Policy is the principal advisor to the Secretary of Defense and the
USD(P) for arms control, nonproliferation and counterproliferation. The
Assistant Secretary of Defense (International Security Policy) develops
DoD policy for:

• nonproliferation of nuclear, chemical, biological, and advanced
weapons and missiles;

• arms control negotiations, implementation, and verification related to
nuclear, chemical, biological, and conventional weapon systems; and

• cooperative threat reduction with the states of the former Soviet Union
and elsewhere.

The Assistant Secretary of Defense for International Security Policy carries out
those responsibilities through the Deputy Assistant Secretary of Defense for
Negotiation Policy and the Deputy Assistant Secretary of Defense for Technology
Security Policy and Counterproliferation.

Deputy Assistant to the Secretary of Defense for
Nonproliferation. The Office of the Deputy Assistant Secretary of Defense for
Negotiation Policy focuses on nonproliferation initiatives, such as multilateral and
bilateral treaties and agreements that deal with combating WMD,
counterproliferation, and arms reduction. The Nonproliferation Policy division of
the Deputy Assistant Secretary of Defense for Negotiation Policy has three
branches-the Interdiction Export Control Branch, the Chemical and Biological
Treaty Branch, and the Nuclear Treaty Branch. The Interdiction ExpOlt Control
Branch focuses on cutting off the supply of information to proliferators of WMD.
The Chemical and Biological Treaty Branch works closely with the intelligence
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community to prevent the proliferation of exp0l1s to nations of concern. The
Nuclear Treaty Branch monitors treaties with other nations.

Deputy Assistant to the Secretary of Defense for Technology
Secnrity Policy and Counterproliferation. The Office of the Deputy Assistant
Secretary of Defense for Technology Security Policy and Counterproliferation
manages WMD counterproliferation with other countries and represents DoD
counterproliferation policy interests in interagency forums. It also develops
policy for consequence management, passive defense, and WMD elimination.•

Assistant Secretary of Defense for Special Operations/Low Intensity
Conflict. As of August 2005, the organization directive for the Office of the
Assistant Secretary of Defense for Special Operations/Low Intensity Conflict had
not been issued. According to orticials, the office focuses on interdiction as well
as hard and deeply buried targets. Additionally, the office oversees special
operations and reviews policies for overseas consequence management.

I

I­
I
I
I

DoD Directive 2060.2 states that the USD(AT&L) coordinates DoD research,
development, and acquisition programs to supp0l1 counterproliferation efforts.
DoD Directive 5134.0 I, "Under Secretary of Defense for Acquisition,
Technology, and Logistics (USD[AT&L])," December 9, 2005, and DoD
Directive 5134.8, "Assistant to the Secretary of Defense for Nuclear and
Chemical and Biological Defense Programs (ATSD[NCB])," June 8, 1994,
provide combating WMD responsibilities for USD(AT&L) Components. In
addition, DoD Directive 5105.62, "Defense Threat Reduction Agency,"
November 28, 2005, provides responsibilities for that agency, which reports to
USD(AT&L).

Under Secretary of Defense for Acquisition, Technology, and
Logistics. DoD Directive 5134.0 I states that the USD(AT&L) is the principal

• Policies for consequence management include measures to restore essential Government services affected
by the consequences of a WMD event. Policies for passive defense include measures to reduce the
vulnerabilities and minimize the effect of WMD. Policies for WMD elimination include measures that
will support seizure, removal, disablement, or destruction of capabilities to research, develop, test,
produce. store, deploy, or employ WMD.
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staff assistant and advisor to the Secretary of Defense and Deputy Secretary of
Defense for nuclear, chemical, and biological programs. The directive also states
that the USD(AT&L) exercises authority, direction, and control over the Director
ofDTRA.

Assistant to the Secretary of Defense for Nnclear and Chemical and
Biological Defense Programs. DoD Directive 5134.8 states that ATSD(NCB) is
the principal staff assistant and advisor to the Secretary and Deputy Secretary of
Defense and the USD(AT&L) for all matters concerning the formulation of policy
and plans for nuclear, chemical, and biological weapons. Specifically,
ATSD(NCB):

• develops policies, provides advice, and makes recommendations to the
USD(AT&L);

• issues guidance for chemical and biological defense, safety, and security
of the current chemical weapons stockpile, and chemical and biological
arms control activities;

• promotes coordination, cooperation, and mutual understanding on
cOllnterproliferation policies within DoD and between DoD and other
Federal agencies; and

• reports directly to the Secretary of Defense for chemical and biological
defense programs.

Defense Threat Reduction Agency. DoD Directive 5105.62 states that
the mission of DTRA is safeguarding the United States and its allies from WMD
by providing capabilities to reduce, eliminate, and counter the threat and mitigate
its effects. DTRA performs its mission by:

• supp0l1ing integration of combating WMD activities and tasks in DoD;

• supporting the Commander, USSTRATCOM;

• supp0l1ing DoD nonproliferation tasks and activities;

• supporting DoD counterpl'oliferation tasks and related activities to
interdict, deter, and defend against the effects of chemical, biological,
radiological, and nuclear explosives;

• supporting DoD consequence management tasks and related activities; and

• managing the Nuclear Test Personnel Review Program.
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DoD Directive 2060.2 states that the Chairman of the Joint Chiefs of Staff
prepares plans for addressing proliferation threats, reviews plans that combatant
commanders prepare, and develops doctrine for joint counterproliferation.

U.S. Strategic Command. The Secretary of Defense signed a memorandum in
January 2005 appointing the Commander, USSTRATcaM as the lead combatant
commander for integrating and synchronizing capabilities for combating WMD.
According to Joint Staff officials, USSTRATcaM was chosen because the
command already focused on elimination and interdiction of WMD.

As the lead combatant command for combating WMD, USSTRATCaM plans,
integrates, and synchronizes DoD efforts to combat WMD, and when directed,
executes in direct support of combatant commands. Additionally,
USSTRATcaM is an advocate for future capabilities to dissuade, deter, and
prevent the acquisition, development, transfer, or use of WMD, its delivery
systems, and associated technology and materials.
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Appendix C. Schedule of 2003 Programs not
Clearly Tracked to the 2004
Counterproliferation Program
Review Committee Report

Thirty-one programs, shown as budgeted for $917.1 million, in the CPRC repOlt
for 2003, could not be clearly followed to the CPRC repOlt for 2004. Managers
and Congress could not use the report to determine whether those programs were
complete or exactly what was accomplished with the funds. Those programs are
shown in the following table.

2003 Programs Not Clearly Tracked to the 2004 CPRC Report

Number
I

2

3

4

5

6
7
8

9
10

II

12

13
14

15

Program Title
Chemical and Biological Protective

Shelter

Joint Staff Lightweight Standoff
Chemical Agent Detector

Joint Staff Family of Decontamination
Systems

Protective Clothing

Medical Biological Weapons Defense:
Vaccine Procurement Joint Vaccine
Acquisition Program Anthrax Vaccine
Immunization Program

Modular Decontamination System

Joint Warning and Reporting Network

Sorbent Decontamination System

Critical Reagents Program

Joint Biological Point Detection System

Joint Biological Agent Identification and
Diagnostic System

Collectively Protected Amphibious
Backfit

Joint Collective Protection Equipment
Joint Biological Standoff Detection

System

Guard and Reserve Equipment

30

FY 2004
Budget

(Millions)

$ 1.0

18.8

29.7

79.1

63.1
5.0

28.3

0.3

5.0
152.0

9.8

14.7

4.9

16.3
7.9



2003 Programs Not Clearly Tracked to the 2004 CPRC Report
(cont'd)

Number

16

17

18

19

20

21

22
23

24

25

26

27

28

29

30

31

Program Title

United Nations Operations in Iraq

Digital Medical Architecture

Patriot (Recap) Research, Development,
Test and Evaluation

Patriot Recap Procurement

Patriot Recap Procurement Initial Spares

Patriot Advanced Capability - 3
Electromagnetic Intrusion Detector

Tactical Missile System Program
Advanced Medical Countermeasures

Program

Medical Radiological Defense - Concept
Exploration

Joint Physical Security Equipment

Classified Program No.1

Classified Program No.2

Classified Program No.3

Classified Program No.4

Classified Program No.5

Classified Program No.6

Total

FY 2004
Budget

(Millions)

$ 1.0

2.2

28.9

36.2

13.6

177.4
2.4

45.0

5.0

31.7

9.3
4.6

23.3
25.0

51.7

23.9
$ 917.1

Source: 2003 CPRC Report Volume III
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Appendix D. Definitions for Weapons of Mass
Destruction

Publications defining WMD are Public Law 104-201, section 1403, "The
National Strategy to Combat Weapons of Mass Destruction," and the
DoD Dictionary of Military Terms.

Public Law 104-201. Public Law 104-201, section 1403, defines WMD as any
weapon or device that is intended, or has the capability, to cause death or serious
bodily injury to a significant number of people. WMD weapons or devices can
cause death or injury through release, dissemination, or effects of toxic or
poisonous chemicals; a disease organism; or radiation.

National Strategy to Combat Weapons of Mass Destrnction. The National
Strategy defines WMD as nuclear, chemical, and biological weapons.
DoD Components are using this directive as guidance for combating WMD until
DoD issues its plans and guidance.

DoD Dictionary of Military Terms. The Dictionary of Military Terms defines
WMD as weapons that are capable of a high order of destruction or of being used
in such a manner as to destroy large numbers of people. The dictionary states that
WMD can be high explosives or nuclear, biological, chemical, and radiological
weapons. The definition does not, however, include information on how the
weapon is transported or propelled when it is a separate and divisible part of the
weapon.
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Appendix E. Report Distribution

Office ofthe Secretary of Defense

Under Secretary of Defense for Acquisition, Technology, and Logistics
Assistant to the Secretary of Defense (Nuclear and Chemical and Biological Defense

Programs)
Under Secretary of Defense for Policy

Assistant Secretary of Defense (Homeland Defense)
Assistant Secretary of Defense (Special Operations and Low Intensity Conflict)
Assistant Secretary of Defense (International Security Policy)

Under Secretary of Defense (Comptroller)/Chief Financial Officer
Deputy Chief Financial Officer
Deputy Comptroller (Program/Budget)

Under Secretary of Defense for Personnel and Readiness
Assistant Secretary of Defense for Health Affairs

Director, Administration and Management

Joint Staff

Director, Joint Staff

Combatant Command

Commander, U.S. Strategic Command

Other Defense Organization

Director, Defense Threat Reduction Agency

Non-Defense Federal Organization

Office of Management and Budget

Congressional Committees and Subcommittees, Chairman and
Ranking Minority Member

Senate Committee on Appropriations
Senate Subcommittee on Defense, Committee on Appropriations
Senate Committee on Armed Services
Senate Committee on Homeland Security and Governmental Affairs
House Committee on Appropriations
House Subcommittee on Defense, Committee on Appropriations
House Committee on Armed Services
House Committee on Government Reform
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Congressional Committees and Subcommittees, Chairman and
Ranking Minority Member (cont'd)

House Subcommittee on Government Efficiency and Financial Management, Committee
on Government Reform

House Subcommittee on National Security, Emerging Threats, and International
Relations, Committee on Government Reform

House Subcommittee on Technology, Information Policy, Intergovernmental Relations,
and the Census, Committee on Government Reform
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Assistant to the Secretary of Defense (Nuclear
and Chemical and Biological Defense Programs)
Comments

llI)ClC"'l "-'10 CltEl,IlCAl
"-NO DJ(X.OOICAl DEFEtISE

PROGfl""'S

ASSISTANT TO THE SECRETARY OF DEFENSE
3050 DEFENSE PENTAGON

WASHINGTON, DC 20301~3050

MY 22 an;

MEMORANDUM FOR PROGRAM DIRECTOR, READINESS AND
OPERATIONS SUPPORT. OFFICE OF THE
INSPECTOR GENERAL. DEI'ARTMENT OF
DEFENSE

.1\1";, \ 'VI{)
THROUGH: DIRECTOR. ACQUISITION RESOURCES AND ANALYSIS~5\j.."'\

SUBJECT: DoDIG Actioll- Report all 000 Initiatives for Combating WC3pons
of Mass Dcstnlction (Project No. D200S·DOOOI.G·0050.000)

On behalf orlhe Under Sccrclflry of Defense for Acquisition, Technology

and Logistics, the 3113Chcd resJlonse 10 the subject 000 Office orlhe

Inspector General (000 DIG) report is provided. The project officers In this

mattcr(lrc••••• 703.767-~_@d[ra.mil.andMr.•

_703.767•.

Alt<lchmCIlI
As stilted

@'dln\.l1liJ.

Dale Klein
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Final Report
Reference

Principal Deputy Under Secretary of Defense for
Policy Comments

PRINCIPAL DEPUTY UNDER SECRETARY
OF DEFENSE

2' 00 DEFENSE PE.NTAGON
WA.SHINGTON, D.C. 20301·2100

Added
Page 8

Added
Page 2

MEMORANDUM COR DEPUY INSPECTOR GE'-IERAL FORAUDJ~
\ j, \IJAY 2 5 1005

FROM: Ryan Henry. Prim:ip;,l Deputy Llll.ler Secr~li'lrY ofOcfcmc for Po1ic~)'lN. .oo\"\'J~1'A.

SlJDJECT: ODD Initi>ltivcs for Combating Weapons of MilSs Do:slnlctioll (w..Mt1)
Project Number D2005-DOOOLG-0050.000

TlHlllk yOIl for tho opportunity to rc"iow nod providu 001111110111 on YO\lr dmfi f"port
DoD Iniliulives for Combating Wt\1.D. We reviewed this rcpol1 and do nol agree with ils
fin<.1ing lh111n mmcrinl mfl1lngemenl control wC",)k1\csS cxisl~.

'1110 draft rCj>OrI docs not take lnlo account the steps 000 has ll1ken [0 ar.Jdn:ss lhl:
!';v'ldJi.llil,g \YNIO IlliMiull. 111l,;W :.to.:Jl:> Wl,;ll,; IU),.l,;11 ill Lllv LUUIl>C uf, <lllJ iI:. pM! of, the

2006 Ql1aJr~nninl Defense Reviev.' (QUR) <lnd its implementation, The drJfi report
contains innccumte lInd daled infomlatioll. and relies lao heavily on Ihel003 <Iud 2004
annual Counterprolifemtion Program Review Committee (CPRC) Reports to Conb"r~ss.

Therefore, I l1on-concur with the rcpor1 as written and I recommend tlllll your stoff lIpdllt~

Ihe r~port pnor 10 publll: dlslnbUllon.

The QOR is one kcy wa)' that DoO conducts II self·assessment c\'cry four years.
Thi~ year, preventing hostile stllles ,md non-stale .1I.:tO[$ from acquiring or lIsing WMO
was identified as on~ of four capability orcas of priori tv [ocus for th~ ODR. This was the
first time Ihal the QOR devoted such attention to the Ulf~at ofWr'lID. AS pari oflhe 200ft
QDR, the Department dctemlillcd the definition of the mission, lh~ rules. and the
ort.mitaliolls rtXJuired 10 llleet the needr::d C<lpllbilities for this priority IIre.1, known as
"Combating WMD."

The definitioll of the Dep.1r1Olent's combating WMD mission was approved durillg
the QDR deliberations. This npprovalled [0 the Fchnlllry 200(j prollluigation of the
document that defines [Iw mission for DoD - the National Military Strategy to Combat
WrvIO. The roles ofDepmtnlcllt organi7.i1tions in fUlfilling the combating WI\·IO mission
were ..1<><> "l'pro"eJ 110 pnrt Dr the QDn. prDeDoo. A DoD D;r""Li,·". CUl\1butins ~V'""f'0no

of\1ass Destruction Policy 20GO.2, which is now in final staffing, codifies these roles.
As part of the QDR process, all DoD componcnts wcre directed to realign themselvcs!o
improye execution of the cOlllbnling wr\'fO mission.
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In AUl;USI uf 2(MI), c\ ell hefon: the 20l"16 OOR \\/lS })rfinllllg<1lcd. wllllin lhc 0ffio:c
Mthe 1\~Sistalll S~crd;\I)'of [)t:f~lIsc for IlllC'nlaliollJl Scturil)' Pohc}', Ih.; Ikpul)'
Ai>:>isL1.nl SCcrtl.3ry of Dd"i.'llse for l\egoli;'lliolls Polic)' - Jh\:(ld)' rcs-pollSibk: lnr
illtCflliclion and related W~lD non·prolifcralilln ;IClivities - was assi~ncfl ::uldilioll:11
rt.'$llomihilillC'!i forth!.' ~'()lllbiltil\b w~m mission. In p:J.l1kuIJr. Ih~' om~~~s M
C'ounlcrprohli.'rr-.liQn Jll,)lk)' :md ('()(Ipcrnli\'~ T!lrt'.1t RNlucliun \\ \,!IC 11H.\\'CO into 111.'.

por1(o\if). On Apnl). 2006, I fotlllnli..:C'J till' polloL:}' fllnCliollf, ~'ollsQlidJljOIl elTon h}'
llirl"Clin,g Ih(' (urlhel' cOMolidmioll ('Ifcomb,mn~W~ID lI\'li\'ilie.'i ullder Ihe r,iIKip.ll
Ikpuly ..\SSiS-lillIl SC'l':r'tli'll}' for ItItMl:'1t/()l\~11 Sccurily J'ohcy,

III :,)(.I;.11110n 10 thl,l QUI(, J)'.'i:ific :1Clions.lhc Oq)'lf11l1Clill.'slablish~d a C()mb~,illg

WMO CoorditWlion Group (CCG). \\"hO$~ nli.'i.<ion i~ 10 rm"'11l01C 11~1I!>P:1I\.'11l:)' :llid
itllj)r'mt cool~mlklil :ullnnglhc I),ll) dClllcnl~ HcrOSS the Cull Sp<Cltlllll o( C(llllhnliub
W~IO :IC,I\'ili~·:t. Cl.H~h:lir~'l.l hy an HX~'('Uli\'~ ('oUllcil31 Ihe- l~Slilr 11;11.:1. the tCG
l'Il:'Ull'l 1\ lh 01,llll UI'I,:1.1 tIll }Ultll;ll y I). lO(Ui. Til;) bH'UjI.lhv 111\.1.1\ .It lh __ ",,.,tl' k,. ~I I,,:n

I) memt" 10 shllre in(onll31ioll :about on-going Jcti\,j,il.'S. This l;rollp willLJc I\hll: IQ tmck
1\IOgil'SS 0('11(' DCp:uHlWnt ill m~clill~ il5 gO::lls in comb:Hing \V~ID.
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u.s. Strategic Command Comments

OEPARTMENT OF DEFENSE
LJNlfED 5"'''''1;5 Gln""EOIC CQ .... M ... IJO

May 18.2006
Reply To:
USSTRATCOMIJS 1
901 SAC BLVD STE 2F'24
OFFUTT AFB NE 6811)·6500

MEMORANDUM FOR THE DEPUTY INSPECTOR GENERAL FOR AUDITING

Attention: Program Director. Readiness and Operations Support

Subjecl: Report on DoD Initiatives (or Combating Weapons of Mass Destruction (WMD) (Project No.
D200S.0000LG-OOSO.00<l)

References:

a. Reference )'our memorandum, ] April 2006, same subject.

b. Office of Management and Budget Circular No. A-123, revised 21 June 1995.

2. USSTRATCOM has reviewed reference (a) and submits the following for your consideration:

a. Regarding USSTRATCOM designating eombaling WMO as an assessable unit, this will be done
under reference (b). We will continue to monitor and report progress 35 required.

b. Regarding USSTRATCOM expediting completion of the concept plan for comb3ting WMD, this
is being done per the SecretaI)' of Defense's approved timeline and will be complcted by the fall of this
year.

c. Other comments as included in the attachment.

3. My POC is M~lnternationaJ, Nuclear ~lmtllCe, Combating WMO and Global Strike
Policy Branch, DSN 212.~

DAF
Ikputy Chief, Policy, Doctrine and Inlernational Affairs

Attachment: As Slated.
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